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Abstract 
With technology advancement people have started using different type of memory devices for storing data 

and keeping it secure has become concern in today’s world. Universal Serial Bus (USB) flash drives are leading 

portable storage device for storage and easy transfer of data from one computer to another. The usage of USB has 

grown exponentially and without security the data on the disk is at risk. Nowadays USB manufacturers offer password 

protection and fingerprint authentication to secure the USB data. In this paper, USB is devised as a highly secured 

portable boot medium with fingerprint authentication to secure the data. 
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1. Introduction 

USB is a small, portable storage medium whose size ranges from 2GB and up to 2TB are available 

for end users for data storage. Users can freely move data and securing the data from unwanted access is 

the key concern. To secure data, USB offers software based protection and hardware based protection. 

Biometric USB drive with in-built fingerprint scanner and password protection provides the maximum 

security for the user’s information. So many solutions have been provided for securing USB data against 

unauthorized access. But, there is a possibility to access information when used with computer system by 

evading the fingerprint authentication thereby providing a serious threat to the user information in USB. So 

there is a need to do authentication before loading the OS. 

Boot Loader is responsible for initializing and loading OS into RAM. In single stage, boot loader 

executes the kernel directly from the boot sector. In multi stage, boot loader follows the below steps. 

 

Stage 1: boot. img  

 Code is stored in the first 466 bytes of MBR.  

 BIOS loads stage 1 to the address 0x7C00.   

 Uses LBA48 addressing to point to stage 1.5.  

 Loads stage 1.5 in to the memory at address 0x2200.  

 Jump to entry point of Stage1.5. 

 

Stage 1.5: core. img  

 Stored in the 63 bytes after MBR.   

 Contains file system specific code to find the operating system image on the “boot” file system.  

 Since it contains file system drivers it can load stage 2 by directly specifying file path and file name. 

 Loads the stage 2 into the memory at address 0x8000.  

 

Stage 2: 

 Initializes the grub shell and displays the menu and command environment.     

 Appropriate selected kernel image is loaded into memory.      

 Boot kernel. 
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Security of the system starts from the boot process. In this paper, USB is developed as a boot 

medium and the fingerprint authentication is done upon the boot process. On successful authorization, the 

operating system is loaded into the memory from the USB. This method provides a secure, reliable and 

portable device which can be used in any system with much required protection for the USB data.  

Dynamic boot loader in normal boot loaders to boot from USB, user has to change BIOS settings 

to USB boot which requires user knowledge of BIOS settings. These types of boot loaders are static and 

are dependent on BIOS. The concept of dynamic boot loader is that it automatically finds the USB boot 

medium and load OS without user intervention [1]. This eliminates BIOS dependency, thus providing a 

user friendly system and significantly reducing the time it takes in changing the BIOS settings.  

The proposed design on fingerprint security for USB data can be integrated with dynamic boot loader.  

The integration provides a user friendly, secure and highly portable USB system. 

 

 

2. Related Work 

Much research work has been successfully done in safeguarding USB information from 

unauthorized access but setting a safe environment is more important in protecting the data. Biometric 

authentication has since become popular because of successful attacks on password and PIN’s. In USB 

token fingerprint authentication system, the patterns are stored in USB token but recognition is done in the 

computer system which makes the entire authentication system vulnerable to attack. This disadvantage can 

be overcome by performing fingerprint matching inside the USB token system [2]. 

USB with Fingerprint authentication has an integrated fingerprint scanner and a private drive. User 

can enroll the fingerprint using the host system. On plug in, it runs the fingerprint program and on successful 

authorization, it opens the private partition where the user can store data. In paper [3], the authors 

successfully bypassed the fingerprint authentication by making binary code modification in .dll file. Also 

they developed a program that retrieves the fingerprint reference templates from the drive which poses 

serious security threat to user data in the USB. 

The Universal Serial Bus (USB) is a mass storage device which is vulnerable to attacks. In paper 

[4], the authors have proposed a control algorithm for mutual authentication between host and USB to 

protect USB documents. User has to authenticate himself with user name and password and a session key 

is generated based on the username and ID of the USB device. The generated key is then used to encrypt 

the files being stored in the USB device. 

USB is the most popular portable storage device. Once it is lost, the information in the USB is 

prone to theft. In paper [5], the authors have discussed the various ways of securing USB memories while 

analyzing its vulnerabilities [6]. The approaches to secure USB can be categorized under software only 

approach, hardware supported partitioning approach and Hardware based encryption approach. 

In general, to secure data in USB, it has to be protected either by software or hardware or by both. 

User authentication method like password, fingerprint are for access control to the data stored in USB and 

encryption and decryption are for protecting data transfer between host and USB device. 

 

 

3. Proposed Design 

Different approaches are in use to secure USB device from unauthorized access. The security on 

stored data becomes meaningless when secure USB is used with a hostile host system. The attackers can 

bypass the fingerprint authentication system and access the stored data. To eliminate this type of attack, the 

paper discusses a plug and play Live USB where fingerprint authentication is done before the OS is loaded 

from USB to RAM. This method guarantees a safe, secure and reliable portable system for user data. So 

now the user can store highly confidential information on his live USB and use in any host system which 

supports USB booting.  

The section 3.1 discusses the booting process of the proposed method and section 3.2 shows the 

fingerprint secured USB architecture. 

 

3.1. Booting Process 

a. After power on, the user changes the BIOS setting to boot from USB. Here the dynamic boot loader 

concept can be used to automatically identify the Live USB. 

b. The boot loader partition is made read only so that BIOs can detect it at boot time. 

c. The boot loader in USB is modified to call the fingerprint authentication program at a specified address 

using LBA48 addressing.  
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d. The fingerprint software prompts the user to scan the fingerprint. The fingerprint of the user are 

scanned and stored before the booting process using the host system. The software matches the 

fingerprint and gives access to the secured partition if the authorization is successful. 

The Figure 1 shows diagram depicts the functional design of the booting process of the proposed 

design. 
 

 

 
 

Figure 1. Booting from USB with fingerprint authentication 

 

 

3.2. USB Architecture 

The bootable USB used comes with fingerprint scanner integrated along with it. A 32 GB USB is 

used. The USB is divided in to two partitions using the repartition tool. The first partition contains the boot 

loader, the fingerprint software and the operating system. The operating system and remaining storage is 

secured using fingerprint. Initially only boot loader and fingerprint software are visible and is read only for 

BIOS to detect the USB at boot time. The second partition is public partition for the user storage.  

The Figure 2 shows diagram the architecture design of USB. 

 

 

 
 

Figure 2. USB architecture 
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The USB first partition contains the Master boot record (MBR) which has the boot loader, FAT32 

file system, partition table and Disk signature [7] and finger print software and the remaining sectors are 

made private. The FAT32 file system is used so that the USB can be used in almost all system that supports 

USB. The USB is hardware encrypted. The OS and the private sectors are protected with fingerprint.  

The USB can be made bootable for Linux based system or windows based system. For Linux 

based system, Unetbootin can be used to make the USB bootable with Linux distributions [8]. The USB is 

formatted with FAT32 file system for Linux bootable. 

For Windows based system, the USB is formatted with NTFS file system. The USB is made 

bootable using the tool wintoUSB. This tool allows installing the windows onto a USB drive [9]. For 

windows installation requires higher capacity USB drive and takes longer time for installation. The second 

partition is public partition which is available for normal data storage. The user can use the USB as normal 

data storage medium.  

The USB can hold up to 10 fingerprint images. Once the finger print program starts running, the 

user is prompted to swipe his finger across the finger print scanner. The authorization process matches the 

fingerprint pattern against each of the stored pattern. Once the fingerprint matches, then the secured 

partition is opened and the kernel image is loaded into RAM of the host machine. Once authentication is 

done the first partition is now available for the user to access the files from the protected partition. The 

authentication is done before the OS loading and hence the OS is not involved in the fingerprint verification 

process. So the coding is done in Assembly language. 

All the fingerprint operation is done inside the USB without involving the host system. This 

eliminates the need to transfer fingerprint images between host and USB, thus securing the pattern. The 

USB can be used in any machine irrespective of the OS installed in that system. 

 

3.3. Performance Analysis: 

Most of the solutions for securing the USB data discussed of how to secure the data in stored 

format. But when the protected USB drive is used in a host environment, the transfer of data between host 

system and USB makes the data vulnerable for attacks. Since the OS runs from the USB and not dependent 

on the operating system of the machine, the proposed design achieves the security for the data stored as 

well as make the environment secure. The kernel image can be customized as per the requirement of the 

user. This will greatly improve the loading time of the OS to the host machine.  
 
 

4. Conclusion 

The USB devised as bootable medium with integrated fingerprint authentication provides a highly 

portable and secure USB system which can guarantee confidentiality for the information stored on the USB. 

Since the OS can be customized as per the need of the user, the loading time is much reduced.  

Integrating the concept of dynamic boot loader which automatically identifies the Live USB, with 

fingerprint secured USB will provide a user friendly environment to the user thereby both securing the data 

and giving a much needed secure and user friendly environment to the user. 
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